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S. Maurya, S. Pandey (2021) Facial Recogni-

tion in Public Areas. Journal of Informatics  The security of information nowadays is very significant and difficult, so there are a
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areas. So, in this paper, we are presenting how Facial recognition can be used in public
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are certain algorithms to detect faces from video like through HAAR cascades, eigen-
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1. Introduction

We are using python language and using openCV library i.e Open-Source Computer Vision Library for detecting an image. This
library was started by intel in 1999 and in 2008 Willow George [22] took over support and after that openCV now comes with
a programming language interface i.e c, c++, python.

The Problem with detecting faces is the location of key points on the face or what should be the match to detect the
face. Like a few years back we are using some holistic methods like detecting length between the eyebrows and certain other
things which are not accurate as these methods fail to detect the facial changes of the person, we are matching certain other
key points which give accurate results. There are many algorithms which are being used for facial recognition, since deep
learning is quite trending and in some amount is accurate, so it is good to use but it requires some good amount of hardware.
Methods like convolutional neural networks use a multiple layer’s cascade to extract the information of an image.
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Figure. 1 Basic Process of Face Recognition

2. Motivation in the field

A human face is the most practical way to recognize a person. As we all know that there are some parts of the human body
that can be used to identify a person like face, retina scan, fingerprints. Face recognition is the most interesting and im-
portant field for research, this is because face recognition helps in automatic recognition and surveillance systems. The face
recognition includes fields like computer vision, image processing, pattern recognition and machine learning [17-21]. The
surveillance cameras are installed at most public places nowadays, but it is not very efficiently used because all the footage is
manually seen. If these systems are upgraded with automatic recognition software systems, these cameras can help the au-
thorities to arrest the criminals whose records are present earlier in the criminal database. The system will be much more
efficient than a human because of some factors like it will work every time without a break, the single system can process a
lot of camera footage, and hence saving a lot of manpower. This system will not be limited to only catching the criminals but
with further improvements it can help in preventing the illegal immigrants that come inside the country boundaries from the

neighboring countries.

3. Application

The face recognition system has many applications like face recognition in mobile phones and computers for authentication
purposes, in offices, schools it is used for marking attendance and many more [5]. But in our project, we will be focusing on
using face recognition techniques for providing public security. In this the system will be capable of automatically processing
the cameras installed at public places and it will process the video to get any criminal whose image is present in the database.
These places would include airports, railway stations, parks, toll booths etc. Also, after more enhancement it can also help in

telling the illegal immigrants that are staying in our country [5].

4. Challenges Involved

In our project while researching we got many challenges that directly affect the automated face recognition system. We

have discussed some of them below.
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e Change in facial expression: In this as we know that at different emotional states a human face seems a bit dif-
ferent for example on happiness, fear, anger, excitement in all these states a face may appear different there-
fore it is every important to design our model in such a way that beside having different facial expression it
should be able to accurately recognize the human face [19].

Figure. 2. Different facial expressions

e Pose variations: If the camera takes pictures from different angles of the same face e.g., from sideways and
from front. We can see this in the figure below. Then for an automated face recognition system it can lead to
substantial change in the face appearance and also in the processing it can lead to two different faces. So, some

techniques should be applied to correct the pose of the face, like rotation of the image etc. [20].

Figure. 3. Different Pose variations in face recognition

e Different lighting conditions: The face recognition system does not work much efficiently in low lighting condi-
tions because in low lighting shadows can appear on the face and the model can recognize facial features much
accurately from them. Also, if it is very much bright, it can lead to over exposure of the image. Therefore, in
both these cases the image should be first processed through image illumination normalization techniques, e.g.,

through histogram equalization or through some other machine learning methods [19].

e Ageing: Another challenge in face recognition is ageing, as we all know that through ageing facial features
changes a lot. For example, the shape of face changes, skin gets floppy, double chin also appears, hairstyle

changes. To remove this facial ageing patterns should be taken into consideration [20].

X
Age 25 36

Figure 4. Ageing effect on facial features
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5. Summarized Review on Current Development

The essential step to detect a person's face from image and video is facial recognition. In the facial recognition analog
information i.e. image is transformed into digital data or information which is based on the facial feature of that image
[7].

Camera sensors take the photo of an individual and then convert it into digital information and the facial recogni-
tion algorithm is applied for face detection or face matching [17]. These Methods can be used to identify or check the
identity of individuals based on their facial features: distance b/w both eyes, nose, the contour of the lips, ears, chin, etc.
[17].

They can even detect faces in the middle of a crowd and within dynamic and unstable environments. The perfor-
mance of the system which can detect faces in these unstable environments can be seen in Thales' Live Face ldentifica-
tion System (LFIS), an advanced solution resulting from our long-standing expertise in biometrics [8].
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Figure 5. Detailed processing of system

6. Limitation and Important of Existing Projects

Some limitations of existing work of pose estimation are small and hardly visible parts, strong articulations, illumination
effects, and occlusions, that make it difficult to identify the key points of the body so in these cases pose estimation may
not be able to give an accurate result. Poor image quality limits facial recognition's effectiveness, small image sizes make
facial recognition more difficult, different face angles can throw off facial recognition's reliability, data processing and
storage can limit facial recognition tech there are numerous importance of facial recognition technology for federal
agencies, especially law enforcement, defense and intelligence agencies. However, it can also help civilian agencies in
humanitarian work.

7. Evaluation Criteria

Our Evaluation is based on the training set i.e. the number of images which are stored in our data set and how accurate
it is. We measure accuracy on the basis of how many and what type of images it can detect or recognize [4]. Perfor-
mance Evaluation Method can be used to test the performance. It is the method which is created to analyze and arrange
the criteria to be considered in building up the performance evaluation model. It analyzes and arranges the criteria to

evaluate the performance of the software [1].
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Figure 6. PEM Framework

8. Comparative Literature and Differentiating Features

Result analysis module

Performance
evaluation
result
report

Table 1. Table depicting comparison between different researches.

Method PublicTime Loss Architecture
Deep face 2014 softmax Alexnet
Deep ID2 2014 Constructive loss Alexnet
Deep ID3 2015 Constructive loss VGCNet-10

Face Net 2015 Triplet loss GoogleNet-24
Baidu 2015 Triplet loss CNN-9

VGG face 2015 Triplet loss VGCNet-16

Light-CNN 2015 softmax CNN-9

Center Loss 2016 Center loss Lenet-7
L-softmas 2016 L-softmax VGGNet-18
Range Loss 2016 Range loss VGGNet-16
L2-softmax 2017 L2-softmax ResNet-101
CCL 2018 Center invariant loss ResNet-27
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9. Modules and Software used

Estimating pose using deep neural networks requires high computation and calculation, which can only be possible by
using hardware with high configuration. We will use visual studio code as IDE, python as programming language and its

various modules and libraries like OpenCV, dlib, etc.
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Figure 7. A small basic block diagram of our pose estimation model

10. Future Work

The face recognition technology is expected to grow at a massive rate in the coming years. Almost every industry will be
using face recognition technology in some way, the surveillance and security will be much important, and this industry
will be intensively using this technology. Also, in coming years research will be done to improve the short comes of the
current technology. In future we will try to improve our model so that it can process pictures taken from different angles
and with accuracy. Also, we would like to implement hardware like night vision and infrared with our system so that effi-

ciency of the system can be maintained in the dark also

References
[1]. S. Lawrence, C. L. Giles, Ah Chung Tsoi and A. D. Back, "Face recognition: a convolutional neural-network approach," in IEEE Trans-
actions on Neural Networks, vol. 8, no. 1, pp. 98-113, Jan. 1997.

[2]. M. Agrawal, K. Konolige, and M. R. Blas, “CenSurE: Center surround extremas for realtime feature detection and matching,”
in Lecture Notes in Computer Science, Berlin, Heidelberg: Springer Berlin Heidelberg, vol.5305, pp. 102-115,2008.

ISSN (Online) : 2582-7006

Journal of Informatics Electrical and Electronics @J
Engi i IEEE)
International Conference on Artificial Intelligence (ICAI-2021) 6 ngme:;ZnJgo(LJJrnals ‘—\%%‘_—1



M. Mehta et al.

[3].

(4].

[5].

[6].

[7].

[8].

[9].

[10].

[11].

[12].

[13].

[14].

[15].

[16].
[17].

[18].

[19].
[20].

[21].

T. Ahonen, A. Hadid, and M. Pietikdinen, “Face Recognition with Local Binary Patterns,” in Lecture Notes in Computer Science, Ber-
lin, Heidelberg: Springer Berlin Heidelberg, vol.3021, pp. 469-481, 2004.

A. Alahi, R. Ortiz, and P. Vandergheynst, “FREAK: Fast Retina Keypoint,” in 2012 IEEE Conference on Computer Vision and Pattern
Recognition, pp.510-517,2012.

P.F. Alcantarilla, T. Solutions. "Fast explicit diffusion for accelerated features in nonlinear scale spaces." IEEE Trans. Patt. Anal.
Mach. Intell, vol.34, no.7, pp.1281-1298, 2011.

P. F. Alcantarilla, A. Bartoli, and A. J. Davison, “KAZE Features,” in Computer Vision — ECCV, Berlin, Heidelberg: Springer Berlin Hei-
delberg, pp. 214-227,2012.

N. Andreff, R. Horaud, and B. Espiau, “On-line hand-eye calibration”. In Proceedings of the 2Nd International Conference on 3-D
Digital Imaging and Modeling, 3DIM'99, pages 430-436, Washington, DC, USA, 1999. IEEE Computer Society.

R. Arandjelovi¢ and A. Zisserman, "Three things everyone should know to improve object retrieval," in IEEE Conference on Comput-
er Vision and Pattern Recognition, pp. 2911-2918, 2012,

B. Babenko, M. Yang and S. Belongie, "Visual tracking with online Multiple Instance Learning," in IEEE Conference on Computer Vi-
sion and Pattern Recognition, pp. 983-990,2009.

J. T. Barron and B. Poole, “The Fast Bilateral Solver,” in Computer Vision — ECCV Cham: Springer International Publishing, vol.9907,
pp. 617-632,2016.

H. Bay, T. Tuytelaars, and L. V. Gool, “SURF: Speeded Up Robust Features,” in Computer Vision — ECCV, Berlin, Heidelberg: Springer
Berlin Heidelberg, vol.3951, pp. 404-417.2006,

C. Beecks, M. S. Uysal, and T. Seidl, “Signature Quadratic Form Distance,” in Proceedings of the ACM International Conference on
Image and Video Retrieval - CIVR '10, pp. 438-445, 2010.

P. J. Phillips and E. M. Newton, “Meta-analysis of face recognition algorithms,” in Proceedings of Fifth IEEE International Conference
on Automatic Face Gesture Recognition, pp. 235-241,2003.

P. J. Phillips, P.J. Flynn, T. Scruggs, et al., "Overview of the face recognition grand challenge," in IEEE Computer Society Conference
on Computer Vision and Pattern Recognition (CVPR'05), vol.1, pp.947-954, 2005.

A. Teller and M. Veloso, "Algorithm evolution for face recognition: what makes a picture difficult," Proceedings of IEEE International
Conference on Evolutionary Computation, vol.2, pp. 608-613, 1995.

https://docs.opencv.org/3.4/da/d60/tutorial_face_main.html

P. Singhal, P. Singh, and A. Vidyarthi,” Interpretation and localization of Thorax diseases using DCNN in Chest X-Ray,” Journal of
Informatics Electrical and Electronics Engineering, vol.1, no.1, pp.1-7,2020.

M. Vinny, & P. Singh,” Review on the Artificial Brain Technology: BlueBrain,” Journal of Informatics Electrical and Electronics Engi-
neering, vol.1, no.1, pp.1-11, 2020.

A. Singh and P. Singh,” Object Detection,” Journal of Management and Service Science, vol.1, no.2, pp. 1-20,2021.

A. Singh, & P. Singh “Image Classification: A Survey,” Journal of Informatics Electrical and Electronics Engineering, vol.1, no.2, pp.
1-9, 2020.

A. Singh and P. Singh,” License Plate Recognition,” Journal of Management and Service Science, vol.1 no.2, pp. 1-14,2021.

ISSN (Online) : 2582-7006 . .
. . ) 7 Engineering (JIEEE) 2
International Conference on Artificial Intelligence (ICAI-2021) A27 Journals R\Z:,

Journal of Informatics Electrical and Electronics ({ﬂ‘:\
W


https://scholar.google.co.in/citations?user=gkmcRJ4AAAAJ&hl=en&oi=sra

